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Overview

This integration allows the POS to communicate with and process payments
through Ocius Sentinel payment software. Currently, only the ‘Normal’ and
‘Minimized’ operation modes are supported by PixelPoint. Refer to the Ocius
Sentinel documentation for more information on each of these operation modes.

Requirements

- PixelPointPOS.exe 12.3.16.5

- VeriFone-UK PixelPoint License Module (to be obtained through your Channel
Manager)

- OciusSentinel.dll 12.3.16.5 (to be copied into the C:\PixelPOS\DLLS folder)

- PixelOciusSentinel.ini (to be copied into the C:\PixelPOS folder)

- Ocius Sentinel software V3.56.9.2 or higher

- Ocius.ini (to be copied into the C:\ProgramData\VeriFone\PAYWare Ocius
Sentinel folder on each station that is using a payment device)

Note: It is strongly recommended to either enable Auto Login or to manually start the Ocius
software each time before starting the POS.

Supported Functions

- Purchase

- Refund

- Offline transaction
- Batch settlement

Policies
Before configuring in POS, the following policies must be enabled:

- UseCustomPayment

Note: The POS must be restarted for newly enabled policies to take effect.
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Ocius.ini

The file Ocius.ini file must be copied into the folder
C:\ProgramData\VeriFone\PAYWare Ocius Sentinel. Once the file has been copied
into the correct folder, open it and edit it so it reads as follows:

/AL
/SKIPSTARTCONNFAIL
/STARTMINIMIZED

/PRNPATH:C\PixelPOS\Interface\OciusSentinel
/CREDNODISP

Q’{ ChProgramData\VeriFone\PAYWare Ocius Sentinel\Ocius.ini - Notepad++ [Administrator]

File Edit 5earch View Encoding Language Settings Macre Run  Plugins Window 7

o = =RERIER =N | |t Bg| % 2| BE|= -
[=] Ocivz.ini E3 |

1 Sl

2 SSKIPSTARTCOMMFAIL

3 SSTARTIMIMIMISED

il FPRMPATH:CYPixelPOSY nterfaceh\OciusSentinel

5 JCRECHODISP

B

2

The entry /PRNPATH:C\PixelPOS\Interface\OciusSentinel specifies the folder
location that all receipts, both the merchant and cardholder copy, will be saved in.
This allows receipts to easily be reprinted once a transaction has been completed. A
different file path may be chosen, however it is recommended to use the shown
path.
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Setup & Configuration
Payment Method Setup

1. In BackOffice>Payment Method Setup, create a new payment method and

name it Ocius Sentinel.
2. Select ‘Custom’ as the method of payment.

o o s
OciusSentinel e )\
Method of Pagment | Advanced | Payment Denarinations |
Fieport Category |Defau|t j Repart Category 5 etup |
Description |DciusSentineI ™ Iz Currency? Min. Security Required hd
Exchange Rate 1 # of Decimals 2z % Emp Tip Surcharge (3=33%)
Select Payment Options
7 Mo Authorization | v Sale Auth [Ma Preduth) |
7 MemberAIP Auth I~ Dizable Cash Drawer Opening
" Credit Card Auth [ Allow Retip
" Front Desk Auth [ Force Tender Settlement
" Debit Card ™ Show Calculated Tendered Amt,
™ Iz Bank Deposit lkem [non-EFT)

" Gift Card [third party] I~ Ask For Cashback
" External Authorization

Card Prefises [Ficture) @ ﬂ

Methods of Payment Setup

- x Close Form

3. Under Payment Options, check the box ‘Sale Auth (No PreAuth).
4. Click the Advanced tab.

OciusSentinel @ IsActve? )N
tethod of Payment  Advanced | FPayment Denominations

Accounting Code
[ Always Print on Receipt
Tip Accounting Code [ Do not ask for swipe
[ Do not ask for Expiry Date
Custom DLL [T sk for O on manual entry
IDciusSenlineI.dH Erowse Setup r
Cash Change Processing [ Do not show in POS payment list
|F‘rovide change in the current payment method j [~ Prompt far Papment Mote
||'_ Print Customer Authorization Slip with Transaction Receipt | I~ Allow Voids
TS S pE——" I~ Donat show in Gift Card list
Iin V alue Max Value Printed Card Mumber Format
| J | |Defau|t j

Methods of Payment Setup

'-..-'nH x CIUSE FU”TI
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Uncheck the box ‘Allow Voids’.

Leave the box Print Customer Authorization Slip with Transaction
Receipt unchecked.

7. Click the Browse button and select the file OciusSentinel.dll from the folder
C:\PixelPOS\DLLS.

Click the Setup button.

In the resulting window, enter the required information into the
corresponding fields. The Account Number for Store, User ID and PIN
are provided by Ocius. Note that the Account Number is entered once per
location, and the User ID and PIN must be entered for each separate station
that is using a payment device.

o

©

Qciug Sentinel Config Form 3

Account Number for Store:

[111100us

Receipt Path (should match with /PRNPATH in Ocius ini file)
[CPucePOS Interf ace|OcisSentine]

Delay (milliseconds) = + Ods If not
: v Shar
00 : | LIS (T NOT runreng

PinPad Connection Settings for each Station

Station & 1 b

User ID [1234

FIN (1234

Station P [127.0.0.1

Port 25000 i Do mot ask For Tip
Timeout (sec) [300 W Saye All Log Evants

Chick save for each stations changes.

| =

Yersion: 12.3.8.2

10.Enter the Receipt Path. This must match the path specified in the /PRNPATH
entry in the Ocius.ini file from the previous section. It is recommended to
copy and paste this path directly from the Ocius.ini file.

11.Set the Delay (milliseconds) box to 200 (recommended setting). This causes
the POS to delay sending a request after connecting to the Ocius servers.
This helps to prevent the Ocius software from crashing when a transaction is
sent. The delay time can be adjusted, if needed, until the integration is
stable.
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12.Ensure the checkbox Start Ocius if not running is checked. Though it is
recommended to enable the Auto-Login feature (described in a later section)
or to always manually start the Ocius software before opening the POS,
leaving this option on will automatically start the Ocius software during a
transaction in the event that it is not already running.

Note: The Ocius software must be installed to the default file path in order for the POS to be able to
open it automatically.

13.Enter the Station #, Station IP and Port for the station that the payment
device is connected to.

14. In the Timeout field, set a value (in seconds) that will cause the transaction
to timeout if left idle for the chosen amount of time.

15. Check the box Do not ask for tip if you do not want the payment device to
prompt the customer for a tip on each transaction.

16. Check the box Save all log events if you want ALL log events from Ocius
transactions saved. If selected, the log file will likely increase in size fairly
quickly. If unchecked, only communication between the payment DLL and the
Ocius software will be logged. It is recommended to leave this option
unchecked, unless a complete log of all events is required for support and
troubleshooting purposes.

17. Once complete, save all settings and close the Configuration and Payment
Method Setup windows.

18. Repeat steps 8-16, configuring each separate station using the Station #
drop-down box for each additional station that uses an Ocius payment
device.

Note: Log files are stored in the folder C:\ PixelPOS\Interface\OciusSentinel
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Ocius Sentinel Setup

In order for Ocius receipts to print from PixelPoint, the Ocius software must be

configured to output Text Files. To verify or change these settings:

1. Open the Ocius Sentinel software and select Printer.

Printer

Raw Printing

COM Image Printing

Print Test Page

Receipt Header / Footer

Cancel

B Lock + Hide

2. Ensure the output is set to Text File. If this setting is not already selected,
select Text File and save your changes.

| Current Setting: Text File |

i

Mo Printer

Text File

LPT1

Windows Printer

Cancel 0| More...
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PixelOciusSentinel.ini

The file PixelOciusSentinel.ini must be copied into the PixelPOS folder. This file
holds the configuration information entered in the last section of this document.
Any changes to information in this file will affect the functionality of this feature in
the POS.

The PixelOciusSentinel.ini file comes with two station entries by default. If more
stations are in use in your environment, edit this file and add additional [Station#]
entries, with the # sign replaced by the station number you wish to add. Newly
added station numbers will appear in the Station # drop-down box found in the
Ocius Sentinel Config Form.

g- C\PixelPOS\Pixel OciusSentinel.ini - Motepad++ [Administrator] o= [ =R
File Edit Search View Encoding Language Settings Macre Run  Plugine  Window 7 X
e s e &1 2cithig 2+ x| BEIS1ECEN EEENEN SE
B Divg.ini =] Pirel0ciuzS entinel.ini \3|
1 E[STATION1]
2 TerminallD=001
&l StationlP=127.0.0.1
4 ComPort=25000
& TimeOut=300
3 AskForTip=1
T SavedllLog=1
8 PrintCfflineReport=0
£l Username=5W4ooj o In04Pm 4GP Gt 1MgaTyRGQ0m ClpkTiByvi SAIULtBUIAWWOKUI SGUERZETZHPpOROS/U1dvTW 1 Oxs s WRBIQESkZen D AdaF
10 Fassword=5/0bMNbBAZZ] MWHBb+W gBOWRem dj xgMMTeFKghz/dCvzjiLHCFDedf dIHfulh/s¥ 39w xalx g oD346ERgpxtnw ak 0B  cmzOzKhe sk
11 -
12 [J[STATION3]
13 TerminallD=003
14 StationlP=127.0.0.1
15 ComPort=25000
16 TimeOut=450
17 AskForTip=0
18 Saves|lLog=1
13 Username=xULlolh/jcr 7HKRYmAELm DK 4y XP 3u7BKEGWagdfhdpgugTUisw Qe gt 34Gm /| 7/583aQCRwayRIPRILILOOF zgmnéh 40K dhz O QlnpvZDKS
20 Password=3alXZPZXNORKNN33cIe 582Fk GopBbZanRFiYhnwycShkEczuz 9000 OhaRPWTiBG30wECml sSrRAZRWdef tSMBY|jhx301keHkZok Flkuk
21 PrintOfflineReport=0
22 o
23 [[settings]
24 AccountMo=BBeCzgagyndl 7w Gk 7UvvoRdUb0Id38thE Sahyy yS /LA ZRZQCI0IH y P2y /aEkhFy O3CF Trbekuaj al FuglhvCSkkuvkMyr Ly BwaG
25 ReceiptPath=Ch\PixelPOSY nterfaceOciusSentinel
26 StartOcius=0
27
28 -
4 I 3
M3 ini file length:1369 lines: 28 Ln:25 Col:48 Sel:0|0 Dos\Windows UTF-8 w/o BOM INS
Sample PixelOciusSentinel.ini file configured for two stations. The Username and Password are encrypted.
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Auto-Login

Though users can also choose to log in to the Ocius software manually each time
before opening the POS software, the following Auto-Login process will ensure that
the Ocius software is started automatically upon Windows startup.

To enable automatic log-ins:

1. Copy the Ocius.ini file into folder C:\ProgramData\VeriFone\PAYWare Ocius
Sentinel.
2. Create a shortcut for the file OciusSentinel.exe and copy it into the Windows
‘Startup’ folder to launch this executable automatically at Windows startup.
e If OciusSentinel.exe is running when the POS is started, the auto-login
command will be sent to the Ocius Sentinel software based on the User
ID and PIN values stored in the PixelOciusSentinel.ini file (these values
are encrypted).

If the OciusSentinel.exe is not running or has not been logged in upon POS start
up:

e The auto-login command will be sent with the first payment transaction.

e If the first attempt to auto-login fails, the following message will be
displayed. Users should click [OK] to close the dialog box and reapply the
Ocius payment method on the POS finish screen.

® OciusSentinel
Service not available
Pin Pad may not be ready, try again

OK

If this message is received again, check that the payment device is powered on,
connected correctly and that an active network connection is present. Payment
device issues should be directed to Ocius support for assistance.
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Processing Payment Transactions

To process a transaction using an Ocius Sentinel payment device:

1. Go to the Finish Form and select Ocius Sentinel as the payment method.

2. Follow the instructions on the payment device to complete the transaction.

3. If the transaction is successful, the POS will print both the Merchant and
Cardholder copies of the receipt to the assigned printer for that station. A
window will pop up asking if the user wishes to reprint the receipt. Selecting
Yes will reprint a copy of the receipt (there may be a slight delay before the

receipt starts printing). This window will remain until No is selected.

Selecting No will cause the POS to display an AuthCode for the transaction as

it is now completed.

©)

OciusSentinel
Reprint the Receipt?

6 Penny Product K
Payments...
Divide By

@ OciusSentinel
Please SW Approved - AuthCode 789DE struction on

—— o
Apply OciusSentinel
m Charge
Gratuity

Quick-Service

# of Cust: 2 Time Seat: 10:09:11 AM

Print Receipt Coupons Gift Card

The AuthCode produced for each transaction will be printed on the PixelPoint

Authorization Slip.

12 Copyright © ParTech, Inc. 2017. All Rights Reserved



Batch Settlements

Batch Settlements are initiated from Station 1. All offline transactions stored in
each stations’ payment device will be sent to the Ocius software for processing,
followed by the Z Report command.

OciusSentinel

Sending Station 1 commands...
Please Walit....

The above window will appear as the process cycles through all stations in the
environment. If the settlement is not successful on a certain station, the below
window will appear.

® OciusSentinel USER NOT LOGGED IN(-85) - Check the Pinpad of Station 1
Proceed with other stations?

Selecting Yes will skip the batch process on the station in question and continue on
to the next station. Selecting No will cancel the process altogether. If a station is
skipped, correct the problem with the payment device and settle the batch again.
The missing transaction(s) from the failed first attempt should then be processed.
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Once the batch process has been successfully completed, the Z report from all
stations will be printed. This process can take a significant amount of time to
complete, depending on the number of stations on the network.

Pixel Print Emulator - Printer Name: EMULATOR 1 Pixel Print Emulator - Printer Name: EMULATOR

T=HOT FOR RESALE-=T W ZReport of Station Number: 3
17 May 2816 15:11:54

Z REPORT

ZReport of Station Humber: 1
17 Hay 2816 15:11:58 Terminal: CT285829

2 REPORT

ACCOUNT : PAR Techologies
Terminal: CT285829 Currency : Pound Sterling
EOD Method: Auto

ACCOUNT : PAR Techologies
Currency : Pound Sterling — Card Scheme
EOD Method: Auto Cashback Refund Total

a.88 8.29 68.77
Cashback Refund Total
(1) -aa a.e8
0.29 60.77
a.88 -aa a.88
8.88 6.88
a.8@ -aa .88
0.08 6.00
(1) -aa .88
.88 -8
a.88 -a8 -a8
.88 .ea Debit HasterCard (0)
0.60 a.08 -aa -8
-aa -aa
Debit MasterCard (8)
(1) 6.88 -aa -aa CURRENT EHD OF DAY TOTAL (287)
61.086 a.88 8.29

CURRENT END OF DAY TOTAL (287) Gratuity Total
61.86 a.88 8.29 1.53

\)

Histary History
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