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Copyright

Copyright © ParTech, Inc. 2014. All Rights Reserved. This product and related documentation are protected
by copyright and are distributed under licenses restricting their use, copying, distribution, and decompilation.
No part of this product or related documentation may be reproduced in any form by any means without prior
written authorization of PAR and any requisite licensors.

Trademarks
PixelPoint, ParTech, and their respective logos are all trademarks of PAR Technology Corporation.

PAR may have patents, patent applications, trademarks, copyrights, or other intellectual property rights
covering subject matter in this document.

Except as expressly provided in any written license agreement from PAR, the furnishing of this document
does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Microsoft® and Windows® are registered trademarks of Microsoft Corporation in the United States and/or
other countries. Other product names may be trademarks or registered trademarks of their respective
companies and are hereby acknowledged.

Disclaimer

PAR has thoroughly reviewed this document and believes it to be reliable. However, this document is
provided for informational purposes only and PAR makes no warranties, either expressed or implied, in this
document. Information in this document is subject to change without notice. Risk of use and responsibility
for the results of use of this document lie with the user.

Patents
The following patents apply to some areas of functionality within the PixelPoint software suite: Pat.
6,384,850; 6,871,325; 6,982,733; 8,146,077; 8,287,340

Revision History

07/09/2014 - Revision 3
Minor update made.

04/03/2014 - Revision 2

Document revised for Mercury Anywhere 2.0

PATAgent v12.1.1.0 updated to fix issues relating to Mercury Anywhere 2.0 (CR #3655) - If a transaction is canceled by
the user on the PAT terminal after the table has been opened or if the transaction on the terminal times out, the POS
automatically closes the transaction as "Paid" even though no payment has been made.

10/11/2013 - Revision 1
Includes content updates and miscellaneous information.

05/02/2013 - Revision 0
Initial Release
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Overview

Pixel PAT Server

Pixel PAT Server ("PATAgent") is middleware that provides services between PixelPoint POS
and Mercury PAT VX670/680 wireless terminals.

The Mercury Pay-At-Table Device ("PAT Terminal") does not need a POS Authorizing System
in-place to perform a payment cycle. The PAT Terminals are able to retrieve order amounts
from the POS, accept payment options from the customer (by cash, credit, debit, or gift card),
and then, for payments that require authorization, request approval to the Payment Gateway
via the wireless device through the Web.

During a payment cycle, a PAT terminal is bound to the POS table via the login confirmation
process. Upon payment approval, the POS is updated, and the table is then closed. The POS is
not involved in payment authorization at any point during the interaction with the PAT device.

Payment Gateway

PAT Local Wi-Fi

PAT Solution and Installation Overview/Checklist

To install and configure the PAT solution, the following steps will need to be performed:

PAT TERMINAL (VX670/680) Installation/Configuration

e Connect the terminal to the customer's Wi-Fi network — Performed/assisted by Mercury.

e Configure the Merchant Parameters— Performed by Mercury.

e Configure the terminal for Integrated Pay At Table Mode (e.g. RPOS) — Performed/
assisted by Mercury.

e Point the Terminal to the IP Address of where the PixelPoint PATAgent will be installed—
Performed by the solution integrator/Partner.

e Open/unblock port 5000 on the router and/or firewall on the establishment's network —
Performed by the solution integrator/Partner.

PixelPoint BackOffice Configuration
Performed by the solution integrator/Dealer.
e Create an external Payment Method
e Obtain a list of employee POS logon passwords that will be using the PAT terminal.
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PixelPoint PATAgent Installation/Configuration
Performed by the solution integrator/Dealer.
e Install and configure the PixelPoint PATAgent.

Important Notes

The Mercury terminal must NOT be set to operate in Standalone Mode, as users will only be
asked to authenticate against the POS when the PromptPOS configuration option is selected.

It is the responsibility of the Mercury and solution integrator to configure the terminal properly.
ParTech will not be able to assist in setting up Mercury PAT services.
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Basic PAT/POS Operation

The server logs into a PAT Terminal using a store Server ID followed by the POS login
password. The password authenticates against the swipe login configured in PixelPoint
BackOffice. The Server then enters the table number of a current open table (opened by that
same server) in the POS.

At this point, the POS will transfer the order amount to the PAT terminal. The server then
follows the prompts on the PAT Terminal, and in conjunction with the customer, performs a
payment (credit/debit/gift, or CASH if performing a split payment and if at least one of the
customers is paying by credit/debit/gift).

If a full payment is successful (i.e. authorized), the PAT terminal updates the POS and the
table is closed. If the payment is unsuccessful or if an outstanding balance is still owed, the
table remains open until the order amount is paid in full.
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PAT Terminal (VX670/680) Configuration

Step 1 - Wi-Fi Setup and Merchant Configuration

Merchant configuration and device connectivity at the establishment will be assisted by
Mercury. You will therefore need to coordinate this effort with them prior to going onsite.

Important: Do not proceed to the next section until the VX670/680 terminal is
successfully connected to the network and has been properly configured by Mercury.
Contact Mercury for any issues regarding PAT terminal connectivity, functionality, or
merchant setup.

Step 2 - PAT Terminal Configuration for PixelPoint
Network Security Settings
e Port 5000 must be open on the network to allow the PAT Terminal to communicate with
the PixelPoint PATAgent.
Configuring the PATAgent IP Address on the PAT Terminal

Once Mercury has finished configuring the Merchant parameters, you will need to configure the
PAT terminal to point to the IP address where Pixel PATAgent will be running. This is
configured in two places on the PAT Terminal - "Anywhere/RPOS" and "PAT RPOS/Setup". The
following explains how to do so.

Note: Refer to the detailed documentation provided by Mercury for complete
instructions on how to configure the VX670/680 (as well as for additional PAT
terminal functionality and operation procedures not covered in this document), or
contact Mercury support if required.

Also note: If you have more than one terminal, the instructions that follow will need
to be performed on ALL PAT terminals.

For PAT RPOS/Setup

On the PAT Terminal, hit the * button to return to the main menu.

Press the number "2" key. This will take you to the PAT RPOS menu.

Go into the Setup menu.

Go into RPOS Config.

Select Edit and then enter the IP address of the POS Server where the Pixel PAT Agent
is running. Then press the OK button.

Exit when finished, and then proceed to the second set of RPOS configuration steps
below.

mhwh=

o

For Anywhere/RPOS
1. On the PAT Terminal, hit the * button to return to the main menu.
2. Press the Anywhere Function Key.
3. Scroll down and go into the Admin menu.
4. Scroll down and go into Setup menu.
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5. Scroll down again and go into the RPOS menu.

6. Hit Next until you see "RPOS IP Addr".

7. Hit Edit and enter the IP address of the POS Server (same IP address as entered
above). Then press the OK button.

8. Exit when finished. The terminal will restart.

The PAT terminal is now ready to communicate with a properly configured and running
PixelPoint PAT Agent and POS.

Important: Before continuing, make sure that the VX670 has also been configured
for "PromptPOS" in Anywhere>Setup>Terminal>Server Mode.
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Step 3 - Finding Server Passwords for the PAT Terminal

In order to have Server Authentication with the POS system, the login credentials on the PAT

terminal must match the employee login credentials configured in PixelPoint POS.

Obtaining POS Employee Passwords:

Use the following steps to obtain the employee "Swipe #'s" (configured in BackOffice) that will

be using the Pay-At-Table device:

1. By default, employee passwords are encrypted in the POS. Go into BackOffice Policy
Setup and set the MaskEmployeePassword policy to "No".

Station 1

Policies |

1 |2 G Dackoffice

AllowBackDrders

AllowE diCashout
AutoRecsivePO
BackOfficeButtonB ars
CalculateSuggestedOiderity
Confirntowedl]
DeposiFiteDays
EODFiteDaps

EditD aysPrioiPayPeriodEnd
HOProductUpdates

Station & Showgl _f Statiori_| 3 Al Stations || Policy

Y| Mame
Poszsible Values

Default Valus v

Section [l Stations]
Category E ack.Office
“ersion 110

Description
1 enabled, the employes password field in Employes Setup wil be masked with |« |
msterisks. Default =

IsTipPaiddut Ll
2 MackEmplopesPassiord 128 MaskEmplopesPassword |
Qi
Coeriahsntd o

FleqEmplopesFiclds _ Tafind |

Shift1 New Value: [N -~ &% Find Next

Shitrl 0 —

Shift2 = o hpply

=)o ean ——
Policy Setup

a,__‘
--- X clefem

2. Go into BackOffice Employee Setup and select the employee that will be using the PAT

Terminal.

3. Record the employee swipe # from the Swipe # field. For example, the employee

named "Supervisor" shown below

has the password "1000".

Supervisor
Employee Info | Advaneed | EmployesHF |

Employee Mame  |Supervisor

Last Mame Supervisor POS Functions

¥ Iz Active? A

Start Date | 01./01/2001 & End Diate |01/01/6000 I
Fewenue Center | Default Revenue Center

Ll

P05 Name  [Supervisor visible

=

AddressLine 1 |

Swipe # |1000 fissign Card

AddressLine 2 |

RiefErence 7 Set Password

City
Jab Posilion Setup
Prow/Stat
rourstate Pay Rate/Houl Primary Iil Yearly Salary
Postal/Zip Systern Admiristrator 0 ¥
SN — | [wait Staff Nomal 11 0
Harme Phone e * Add
Business Phone (- j = Bemove
Cell Fhone e
Email
Birth Date I B  Ame Picture: | Schedule
™ Training Mode
Employee Setup

.n.!-a x et

4. Repeat this process for ALL employees that will be using the PAT Terminal. When
finished, return to BackOffice Policy Setup and set the MaskEmployeePassword policy
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back to "Yes" to encrypt the passwords again.

Important Note

When logging onto a PAT Terminal, the terminal will request a "Server ID", and then
a password. The Terminal "Server ID" is up to the establishment, and can be any
two-digit number. It does not have to correlate to any particular employee in the
POS. It is only the password entered in the following request that must match the
employee logon in the POS.
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BackOffice Setup

Payment Method Setup

In order for the PAT Terminal and PATAgent to interface with the POS, you will need to create

an "External Payment Method" in BackOffice>Payment Method Setup as shown below.

Mercury PAT External

Methed of Payment | Advanced | Papment Denominations |

¥ s Active?

Description |Mercury PAT External I~ 15 Currency? Hin. Security Required I hd

Exchange Rate 1 # of Decimals 2

 Na Autharization
© MemberMIP Auth
" Credit Card Auth
£ Frant Desk Auth,

% Emp Tip Surcharge [3=3%)
[~ Payment Option:

[7 Sale Awth [No PreAuth)
[~ Disable Cash Drawer Opening
I Alow Retip

[¥ Faorce Tendsr Settlzment

" Debit Card [¥ Show Caleulated Tendered Amt.
©* Custom I~ I Bank Depasit ltem (nonEFT)
" Gift Card [third party] [~ Ask For Cashback
(& Evtomal futhorizalion )
Card Prefises | Load Imags Clear

A

S

S0

Methods of Payment Setup

n‘nn.nna x St

Note:

follows.

The External Payment Method for PAT must be set up in BackOffice in
advance of PATAgent installation and configuration described in the section that
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PATAgent

POS Configuration

The PATAgent must be deployed on a POS Station that has been configured as "ActiveServer".
To configure a station as "ActiveServer", open Pixel32.ini (located in C:\PixelPOS) and add the
following line under the section labeled [STATION X], where "X" is the POS Server:

[STATTION1]
ACTIVESERVER=Y

Important: The POS on the station selected as ActiveServer must always be
running. The PATAgent will not be able to start if the station is turned off or if the

POS is not running.

PATAgent Installation
To install the PATAgent:

1. Copy the Pixel PATAgent.exe file to the "C:\PixelPOS" folder.
2. Create a shortcut to PATAgent.exe on the Desktop and in the Windows Startup folder.

PATAgent Configuration

To configure the PATAgent:

1. Start the POS and then the PATAgent via the PATAgent shortcut on the Desktop. The
POS must be running in the background the first time that PATAgent is configured.
A mouse and keyboard will be required to get to the desktop and start the PATAgent.

2. Double-click on the PATAgent icon in the System Tray to open the configuration window.

T LIA

3. Select "Mercury VX670/680" from the connection drop down box. This setting enables
PATAgent to interact with any terminal of this type that is properly configured.

Pixel PAT Server ==

Select type of Terminal |[ji=iielly o Gei)

Methods of payment Functions Supported

¥ Purchase
 Split Purchase
Gift

Notification Area
[9/17/2013 - 10:35:31 AM-> PAT Agent Started: POS Running

0 Close

@ To Tray  Restart
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4. The PAT terminal accepts payments for cash, credit, debit, and gift cards. On the POS
side, two pay methods should be defined - one as CASH ("No Authorization"), and the
other as "External Authorization" (for Credit/Debit/Gift, which was created above in
Payment Method Setup).

In the Methods of Payment for: section, select the payment methods you have
configured in BackOffice for External Authorization and CASH. One of each must be

selected.
Pixel PAT Server ==
Select type of Terminal ||1[=E0];
ofp t | Functions Supported |
External Authorization |On Account j
Cash [CASH -
Natification Area
9717/2013- 10:35:31 A5 PAT Agent Started: POS Furning
@ To Tray|  Restart 0 Close

6. Close and then restart PATAgent. This will save configuration changes to PATAgent.ini in
the "C:\PixelPOS" folder.

When PATAgent restarts, it will be used by the POS to communicate with a properly configured
PAT Terminal.

Note: PATAgent log files are stored in "C:\PixelPOS\debug\PixelPATServer".

Notification Area

The Notification Area provides information about the connection status between the POS and
the PATAgent. Transaction details can be found in the date-stamped.log file located in the "C:
\PixelPOS\Debug\PixelPATServer" folder.
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PAT/POS Operation

Basic Operation

When logging into a PAT terminal, employees must provide their PAT Terminal Server ID
(assigned by the establishment) and their POS login code. The server must then enter a table
number, possibly followed by a seat humber. See terminal options below.

When Seat Mode = Off: The PAT Terminal requests a table nhumber and retrieves the amount.
If the provided table is split into various bills, the PAT terminal retrieves all of the seats and
shows the amounts one by one.

When Seat Mode = On: The PAT Terminal requests a table number and then a seat number.
The PAT terminal then retrieves the amount pertaining to the table and seat provided.

If the proper amount for that table is retrieved, the server follows the prompts on the PAT
terminal until the transaction is finalized, after which the POS table will be closed. If the
terminal does not return the expected amount, then the server has entered the wrong table
number. The server, at this point point, should therefore cancel the transaction and try again.

Purchase/Split Purchase

The Mercury PAT terminal can only interact with the POS through the following menu options:

e Purchase
e Split Purchase

Note: Gift Card, List Check, Open Tab, Close Tab, Voids/Returns, Review Tab, and
Check Number functions on the PAT terminal are NOT supported.

Purchase is used when a customer wishes to make a payment "in-full" using an accepted
Credit, Debit or Gift Card.

Split Purchase is used when customers at the table wish to split the tab. After the server logs
into the PAT terminal and retrieves the table information (amount owing), the device will ask
each customer, in-turn, for the amount that they would like to pay and then request a form of
payment. After each payment is made, the PAT Terminal will present a "balance owing"
amount on the terminal display. At this point, the server presents the PAT Terminal to the next
customer (and so on) until the balance is paid in full.

Batch Settlement

Batch settlement for transactions done through the PAT terminal must be performed via the
PAT terminal itself. Refer to Mercury's documentation to learn how this is done. "Pay-At-Table"
Batch settlement is not reflected in the POS in any way.

Note: If using a tethered payment system (via PixelAuthManager and/or
RemoteDevice, for example), you must still perform a Batch Settlement through
normal Manager Functions in the POS to settle-out the tethered payment system.
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Miscellaneous Notes

e The employee must be logged into the POS and have a table opened in their login name
before they are able to log into the PAT terminal.

e Employees can only open their own tables.

e Opening up a table via the PAT Terminal will not be allowed if the table is opened in the POS
- table will be locked. Close the table and then retry processing the payment via the PAT
terminal.

e After a FULL payment has been authorized and the transaction on the PAT terminal is
completed, there could be up to a 30 second delay before the POS table layout form is
refreshed and the table display shows it as Closed.

e If using a CASH payment (only available in the Split Purchase Function), at least one person
at the table must use an Authorization form of payment.

e If the PAT Terminal runs out of paper during a "Split Purchase" transaction, the terminal
aborts Split Purchase mode right after the payment is made (the payment is recorded in the
POS, but table will still be open with the correct outstanding balance). To complete the Split
Purchase (if there are additional customers who still need to pay), replace the paper and
reenter Split Purchase mode. Then complete the transaction as normal. If there is only one
customer who still needs to pay, a single "Purchase" transaction will suffice.
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