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This document is split into 2 sections:

1. EMV US Setup: Initial setup and configuration for Sale Authorizations.
2. Additional Functionality: Gives instructions on how to configure additional
(optional) functionality offered with this integration.

Section 1 is required for the initial setup and configuration of EMV
transactions. Sections 2 is optional depending on the desired
configuration.
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Overview

PixelPoint can integrate with DataCap's Out of Scope (OQOS) electronic
payments system, dsiEMVUS, which uses a Windows ActiveX control that
avoids handling sensitive cardholder data. Integration with dsiEMVUS allows
the POS to communicate with payment servers to process payments from all
major payment processors.

Minimum Requirements:

POS.exe 12.3.16.x
SystemSet.exe 12.3.16.x
MercuryEMVUS.DLL 18.7.24.396
DataCap dsiEMVUSclient
o See Datacap website for latest version

DataCap NETePay dsiEMVUS Support has been certified on the following
interfaces:

e VeriFone Vx805 XPI — Mercury
e Ingenico iISC250 - Mercury

Supported Functions Supported Processors
e Credit (with Tokenization) e Mercury

e Sale ¢ Vantiv

e Retum e WorldPay

e Sale + Tip e TSYS

e Sale + Cash back (if supported by the Host) e Heartland

e Void Sale e Chase Paymentech
e Void Return e First Data

e Manual CC Entry

e Settlement

e Summary Report

e Store and Forward

e Signature Capture (on supported devices)

e Pay at Table (on supported devices)

e Suggested Gratuity (on iSC250)

Important
Deposits are not supported with EMV. If using 24 hour mode in the POS with EMVUS,
all PreAuth transaction must be closed (add tips) before the Host does their Auto-
Settle, or the establishment does their own BatchSettlement. Payment transactions
(PreAuth or SaleAuth) can no longer be moved over to the next day when using 24
hour mode, as with the old Legacy, non-EMV Payment hosts.
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Section 1
Installing DataCap Software

Middleware Payment Installation (DataCap/Payment Processor)

Download and install all required DataCap components for the payment
processor in use.
e SQL Instance (OS dependent)
e dsiEMVUSClient (latest version)
o To be installed on ALL Stations in the environment, as well as
the Server
e NETePay EMV Host 5.05 or higher
o To be installed on the Server

Refer to DataCap documentation for complete instructions on how to install
NETePay.
USB Device Installation

e Download the USB driver for the Pin Pad device. This should be
provided by the payment processor or pin pad supplier.

e Install the USB driver using Admin privileges.

e Plug the device into a USB com port on the server (Windows should
acknowledge that the device installed correctly).

e Check to ensure that the driver was installed correctly by going to
Windows/Control Panel/Device Manager/Ports and confirm that there
are no errors or warnings for the device (VX805 Terminal in the
example blow).

e Make note of which com port the device is connected to. Typically
(COM9).

£ Device Manager | ) \I-"l.h]

File Action View Help

dw o | (11| K | oes

4 25 WIN-ODPIFAKMTVE
P Batteries
1 Computer
v w Disk drives
By Display adapters
s DVD/CD-ROM drives
wi Floppy disk drives
wid Floppy drive controllers
Uy Human Interface Devices
Cu IDE ATA/ATAPL controllers
== Keyboards
o Memory devices
L Mice and other pointing devices
& Monitors
AF Network adapters

a " Ports (COM & LPT)
' Communications Port (COMI)
Y4 Communications Port (COM2)

'3 Printer Port (LPT1)
| "' VX805 Terminal (COM3) |
D Processors
& Ramdisk

< Storage controllers
N System devices

@ Universal Serial Bus controllers
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Section 1

Configuring for EMVUS

Configure a new method of payment to support EMVUS transactions. This
payment method will be used to process ALL types of credit card payments.

1. In BackOffice, enable the policy UseCustomPayment.

Notes:
The POS must be restarted for newly enabled policies to take effect.

Deposits via the AllowDeposits Policy are no longer supported using EMV.

Station 1 h
Policies l

| Stobonty ShowAl 9 Station] | 198 All Stations |[Policy Value
1 & {# BackDffice b Nam= UseCustomPapment
EJ‘J# For Interfaces | | Possible Values YN
-|=] ActiveServer Default Value N
--[E] EAN13Divide Section [&ll Stations] [Station#]

-[E] EAN13PriceNumDecimal

Categor For Interfaces
----- IKLogFileFalder ] oo i
- [E PagerSystem erslo'n' Besst
-[E] PixeMaplnterface . || Deseription:
..... 3 ~ | |If set to 'y' then the station will attempt to load the custom payment DLL (if
PrintFrontDesk oY ! N payr .
. 50SImportinterval specified in method of payment setup] and thus will possibly display an error if the E
custom device cannot be £
S0SImportkDS initialized. =
-|=] SecDetailsFileName i1
-[Z] SecEvertLog =
-[E SecLogFileFolder i UseCustomPayment l
""" gecTr.\tanCsFi!eName Current Value: Y
ecurityCamera
~& TransClosePort New Value: ]Yes L]
----- =7} UseCustomPayment
-[2) WhiteFiscal 3 Applies To: IAIISlalions _:J

Policy Setup

2. Place the MercuryEMVUS.dIl in C:/PixelPOS/DLLS.
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Section 1

3. Open BackOffice>System Setup. Set ‘Use Pixel Authorization Manager’ to
Not Used. If you wish to use another payment interface that relies on
the Authorization Manager (Gift Cards, Pixel Member, Front Desk, etc.)
AND a custom payment DLL, set this option to Server Mode.

System Setup Options X

System | Taxesl Companylnfo| POS Reporks] Preset Payment | Orders | Defaults | Colabaation] Email Selml Advanced] Secufity|

Company I' 0-2732-12176-1856) Nurn Stations I 25 Store No I 0

[~ Open 24 Hours |~ Disable Auto-Prompt for Member Coupans

[T Use Inventory Manager (Stockboy) [~ Show Third Party Reference Field

[~ Use Reservations Customer Display | None Selected =]
[T Ask for daily Weather Conditions
[~ Printers have dual ply paper Theme Form | None Selected _ﬂ
Cse Pixel Authorization Manager ) Shift Rules | None Selected |
|Nol Used ;I
[T Auto End of Day System Auto-EOD Time [ 5:53:00 AM =4

System Telephone Mask |!\(000A)000-00000;_

4. In BackOffice, select Administrator>Payment Method Setup.
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Section 1

5. Create a new payment method named EMVUS. Set the payment type to

Custom.

6. Select the box No Pre-Auth Settle Check to stop the POS from notifying
users that the tips on pre-auth transactions are not verified on cash out.
With this option enabled, whatever the value of the check is at settle is

the value that will be closed. This feature is available only in POS

v18.7.26 and later.

[ Mhtvaen ot P went

Methods of Payment
EMVUS
Method of Payment Mare Info ..
Descrigtion

EMVUS

Authorization Required

No Authocizathon
Member/VIP Auth
Credit Card Auth,
Front Desk Auth.

Debit Card

* Custom

Gift Card (third party)

External Authorization

¢ Active Record

Advanced Payment Denominations

Min. Security Requirod

ks Currency? e
Payment Options

Sale Auth (No PreAuth)

¥ No Pre-Auth Settle Check

Disabde Cash Drawer Opening
Allow Retip

Foece Tender Settlement

Show Calculated Tendered Amt
1s Bank Degosit Item {non-EFT)
Ask For Cashback

o/ Changs

=

Edit New Find Exit
7. Select the Advanced tab.

Methods of Payment
EMVUS
Method of Payment More Info ..
Accounting Code
Tip Accounting Code

Min Value

Max Value

=1 Active Record

Advanced payment Denominations

Printed Card Number Format

Default

T Always Print on Receipt

DO not ask for swipe

\pplies To internal m bet s1ct
I + =} I
pay

Custom DLL

MetcuryEMVUS dii

O Prompt for Payment Note

Third Party Reference

Fai M Cancel

i Allow Voids
I Do not show in Gift Card list

* Ask foe Signature on the POS

Save Fng
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10.
11.

12.

13.

Section 1

Uncheck the box Do not show in POS Payment list.

Click [Browse] and navigate to the folder C:\PixelPOS/DLLS.
Select the file MercuryEVUS.dII.

Click [Setup]

e If the [Setup] button does not appear, the station is missing
necessary NETePay and Datacap software.

Under the General tab, enter the Merchant ID provided by the payment
processor.
[ EPAVUE Chent Comfrgoration En'_:;
General |Station | Store and Forward
General
Merchant ID |
Operatar 1D '

¥ Support Tokenization

¥ Terminal Based Settie Batch

Decline on Non Sufficient Funds
™ Support Pay at Table
¥ Support Store and Forward
Network Settings

IP/Host Name [testhost2 dsipscs.com

1P Part [9000

PixelPoint v.17.9.25.141 | EMV US v 12.3.25.8 Close

Leave the Operator ID blank unless specifically directed by the processor.

Note: If using more than 1 device at a merchant site, these fields may need
to be populated with unique ID’s. Check with the processor before doing so.

14.
15.

16.

Check the box Support Tokenization.

Check the box Terminal Based Settle Batch if settlements are initiated by
the merchant, or leave blank if settlements are automatically initiated by
the Host.

e Check the box Send Batch Summary request on Settle. This box
should remain unchecked only if the customer uses First Data as
their payment processor. First Data is not able to handle this
request.

Check Decline On Non-Sufficient Funds if you would like transactions to
be declined if there are not sufficient funds on the card to cover the total
amount owing. Leaving this option unchecked will cause the POS to take
whatever funds remain on the card as a partial payment. The user will
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17.

18.

19.

20.
21.

22.

10

Section 1

then be prompted to collect the remaining funds owed using a different
payment method.

e This functionality applies specifically to Gift Cards (e.g. Visa Gift

Cards).

Check Support Pay at Table to allow the integration to use a wireless pin
pad device which will enable customers to pay from their table. The Pay
at Table tab will appear in the EMVUS Client Configuration window only
when the Pay at Table option is checked. See the Pay at Table section in
Section 2 for configuration information for this feature.
Check Support Store and Forward to enable transactions to be processed
and stored while the POS is offline, to be settled later. See the Store and
Forward section below for more information. The Store and Forward tab
will appear in the EMVUS Client Configuration window only when this
option is checked. See the Store and Forward section in Section 2 for
configuration information for this feature.
Set the IP/Host Name to the IP address of the station where the NETePay
software was installed.

e Typically, this will be the same location as the POS - i.e. Station 1.
Set the Port to 9000.
Select the Station tab.

Important: If using more than 1 device at a merchant site, the following Station

fields will need to be configured and saved for each station. If you do not see the

correct number of stations based on your setup in the Station # drop down,
check the pixel32.ini file to ensure all stations are properly set up.

[ W25 Oere Contiguratian ==
General Station  Pay at Table
Station |1
Terminal
Termmnal ID 001
Print Receipt on POS in a separate Slip
Pin Pad
Pin Pad Type |Ingenico ISC250 - Mercury
Com Port 1
Prompt for TIP on Sale
Prompt for Cashback on Sale

Capture Signature from Device

Admin
: EMV Parameters - >
Pin Pad Reset Server Version
Download
PixelPoint v.1,0.0.0 | EMV USv.12.3.25.8 Close

In the drop down menu, select the Station # the device is connected to.

Copyright © ParTech, Inc. 2018. All Rights Reserved 07/17/2018




23.

24,

25.
26.

27.

28.

29.

30.

11

Section 1

Contact the payment processor to see if Terminal IDs are required for
multi-terminal environments. If so, enter the terminal ID in the provided
field.

Select Print Receipt on POS in a separate Slip if you would like
authorization slips and receipts to be printed separately.

e If this option is checked, refer to the policy PrintCusPayReceiptNC
to choose whether or not the POS will print an authorization slip on
declined EMV transactions. Authorization slips for declined
transactions will be printed by default (policy is on).

Select the device from the PIN Pad Type drop down.

Enter the Com Port humber that was used by Windows during the driver
installation. This is typically port 9.

Select Prompt for TIP if you want the device to give customers the option
to leave a tip at the time of sale.

o If left unchecked, guests will still have the option to leave a tip
when they sign the authorization slip. Refer to the ‘Adding Tips’
section of this document for instructions on how to enter tips after a
sale has been completed.

Select Prompt for Cashback if you want the device to give customers the
option to request cash back at the time of sale.

Note: Prompt for Tip and Cashback may not be available on all hosts.

Check ‘Capture Signature from Device’ if you wish to digitally capture
signatures collected during credit card authorization. A signature capture-
enabled device is required.

e This feature was tested on the Ingenico iSC250 device.
Verify that all settings are correct and click [Save].

Note: Separate terminals in a multi-terminal environment can be
configured independently from each other.

Copyright © ParTech, Inc. 2018. All Rights Reserved 07/17/2018



Section 1

Admin Functions

Admin functions are used to test connectivity with the Host, and to download
parameters to a new or swapped-out Pin Pad.

When using Admin functions (Pin Pad Reset, EMV Param Download and
Server Version), log into POS>BackOffice>Payment Method >Setup for the
local station that the Pin Pad Device is attached to.

For example, logging into Backoffice on Station 3, and using the Admin
functions for the device on Station 1, even though the Station 1 ID is
displayed in the Station Setup Form, it will not work. Only use the Admin
functions on the current in-use station, with the current Station number in
Station ID filed selected.

1. Select Pin Pad Reset to test communications to a PIN pad device. A
success response will display if successful.

2. Select EMV Parma Download to download new parameters. This is
done when installing a new pin pad, or swapping pin pads.

Note: NETePay must be running and connected to the Internet when
downloading the parameters.

3. Select Server Version to test connectivity to the host. If successful, a
window will display with the server details.

.
Server Version

-

Product Name: NETePay 510
Product Class: Host Based
Provider: Mercury

Product Version: MPH 5.10

OK

Important: Do not proceed to configuring the POS unless all three Admin
buttons are working. If they are not, contact the payment processor for
support.

12 Copyright © ParTech, Inc. 2018. All Rights Reserved 07/17/2018



Manual Credit Card Entry
To allow for Credit Card transactions to be entered manually, a new function
button must be added to the Finish Form. This button will be used to enter a
gift card or credit card number manually on the Pin Pad.

Configuration

To add a new button for manual credit card entry:

13

1. Open the relevant Finish Form(s).
2.
3. Change all button parameters as

Create a new TPixelFunction button.

highlighted in the diagram below. Start
from top to bottom, manually entering
the Name "ManualEntryEMV" last. The
proper spelling of "ManualEntryEMV" is
critical.

. Save the Finish Form and exit.

Section 1

I ManualEntryE MY
= AllowallUp

TPRixelFunction
M Tiue
AutoRollup [ False
AutoHolIupParen I Fal'se
Bevelwidth |2
Bultonlmage [bVlSlbIe bTransparent]
ButtonLayout N pbsimageCenter
Buttonffset | (TDffset)
ButtonSchedule [TButtonScheduIe]
ButtonStyle ‘ pbslmageBulton
Ca'bbt'idi"im oy
Color []$00DDBIBY
ComboGnd ‘ » ‘
CuslomCaphon 1] False
DbGIyph [None)
Disabledéipha |V Trie
DisabledColor | [l cNone
Down | False
Enabled l_ True
Font [TFont]
ﬁafﬁetolor ' .cfw'mdowFrame
FunctionlD -1
FunchonName .}
' .FunctlonType leormaI i '
: .Grq.upl_ndex 100
Height |75
HideDisabled | I False
i e .‘
ImageCoIor . clNone
ImageCoIorDown [:] cIYeIIow
ImageDown [None] R
ImageDownIrid'éﬁ = B —
ImageNormal [N:q'ne'j :

ImageN armalinde

Left

Margln

ModalResult
> Nawgate

NawgaleI D -1
OrderGrid '
PisRollPanel
PMGImagelist | PNGImageListl
ProductGrid
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Section 1

Using the Manual Entry Button

To enter a credit card number manually:

1. Process the POS transaction and go to the Finish Screen.
2. Select the newly added [ManualEntryEMV] button.

14

On Account

Apply CASH

Server :Supervisor

3. Select [OK] to Apply the Payment.

@ Apply Payment Now!

o

OK

Select EMVUS as the method of payment.

. Follow all prompts provided by the pin pad device. Enter the credit

card number when prompted. The manually entered transaction will
now be processed through the pin pad.
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Section 1

Settlements

Host-Based and Time-Initiated Batch Close

For Host-Based Batch Settlement, order a Time-Initiated Batch Close
(nightly automated batching) by the Host as part of the Merchant account
setup and configuration. There is no settlement report, as the Batch is
settled at the Host. Verify with the Host that the batch closing will not occur
before all transactions have been processed and closed within the POS.

WARNING!

If the EMV solution in use by the Merchant is host-based (Payment Processor
settles the batch on the merchant’s behalf at a pre-defined time), and the
merchant has chosen to configure the payment interface to use the PreAuth
workaround, then all PreAuths in the POS must have their transactions
completed (i.e. tip added) BEFORE the host performs the nightly automated
Batch Settlement at their end. Any transactions still in a PreAuth state when this
happens will be left stranded, where tips can no longer be added, and Support
will need to be contacted to have the transactions removed from Payment and
closed out to Cash.

Host Based settlements require users to perform a manual batch settlement to
initiate the EOD process. If this manual batch settlement is not performed, the
Host will not be able to settle and end the business day.

Terminal-Based POS Batching

For Terminal Based Batching, the customer must perform a Batch
Close/Settlement on the POS side every evening for POS reporting and
accounting purposes. This is done via Manager Functions>Authorization
Manager>Settle all Charges/END OF DAY as part of their regular End Of Day
process. Nightly POS Batch Close may be automated by configuring in
BackOffice. Refer to the BackOffice user manual for more information.

Important: For EMV, the POS now sends the settlement request directly
to the PIN Pad device, which in turn contacts the host via NETePay. The
PIN Pad must therefore be operational in order for batching to work.

15 Copyright © ParTech, Inc. 2018. All Rights Reserved 07/17/2018



Printing Voids

To print a voided payment slip:

1. Set the policy PrintVoidPaymentApprovals to Y.
2. Add the below code to the PixelAuthLayout.txt file.

[Type_Void]

[Custom]

AL

&SKIP IFRECEIPT AC&Header
AC W&#3182&REFERENCE NO

&SKIP IFRECEIPTAC W&#3191
&SKIP_IFRECEIPTAC~W&#3166 &TABLE NUM
&SKIP_ IFRECEIPT~C/NServer:

AL

&—

&—

AW&#3185  &SALES_TOTAL
&

“WGratuity &TIP_OR_LINE
&

AW&#3174 &TOTAL OR_LINE
&—

&—

&EMV_PRINTOUT

&

&

&

&NOPRINT&SKI P_NOTEMPTY&EMV PRINTOUT*WX

S&OPERATOR

Trans Date:

Section 1

&DATE_TIME

&NOPRINT&SKIP NOTEMPTY&EMV PRINTOUT~N~C&#3193

Note: In environments with multiple devices, a Void transaction must be

performed on the same station where the transaction originated

16
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Section 1

Authorization Slips

With the addition of signature capture capabilities to the POS, authorization slips
now have the ability to display a captured signature. To enable sighature capture,
the checkbox ‘Capture Signature from Device’ must be checked during the device
and station setup.

Note: A signature capture-enabled device is required to use this feature.
Development was verified using the Ingenico iSC250 payment device.

Printer Setup
A new field has been added to the Printer Setup form called ‘Bit Image Code’.

ﬁrinter Codes Setup )N

Fred Descrphon [(v pson TNEBY Part B Coan 291070
Fredet Staul Job Code [ Pant Logo (279712801210
Cut Code | apphcabie FZRTY | £4 Image Code 27420 |
Dpen Drawver 87 [Z 1201020
Oper: Drawer 82 [
Open: Drawer 83 [

| 27512027 130 |
Tun Red Punt On E}" B3R
Tun Red Punt OM I
Tum Wide Prind On I-’ EFER
Tum \Wide Print Of [ 8 o Char/Nomal | 40
Prelu on Modhien [;‘ nR 8 of Char N/ide Mode I 20
E£ndJob l Lines betwean Joba ﬁ;
Tum lerverse Pact On I'—

Tun broverse Prnt Off | /

The following commands are required in this new field. These codes are for the
Epson TM-88 V thermal printer:
e 27: Initiates the print command
e 42: Selects bit-image mode, allowing for the printing of images
e 0 or 1: Selects the density of the text to be printed. An increase in density will
display a more detailed image.
o 0 = single density, 1 = double density

Additional commands are also required for the ‘Normal Print’ field:
e 27: Initiates the print command
e 51: Sets line spacing
e (0-255): Number of pixels between lines
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Authorization Slip Layout

Section 1

In order to print captured signatures, a new command and variable must be added

to the Authorization Slip layout:

The command [~U] is used to print bit images, while the variable [&SIGNATURE]
indicates where to print a stored signature for an authorized transaction. See below

for an example:

~L

~C*W&#3182&REFERENCE NO

~C*W&COMPANY NAME

~C W&#3191

AC*W&PAY METHOD
~C*W&#3183&TABLE NUM

~CAN&OPERATOR &DATE TIME

L

~*N&#3187&card number mask
~*N&#3192&AUTHORIZATION CODE
~N&#3186&TRANSACTION NO:15

N

N

AW&PAY METHOD
&

AWAC&#3185  &SALES TOTAL

&

AWACGratuity &TIP
&

AWAC &#3175&TIP2
N

AWAC&#3174&TOTAL TENDERED

AN

AN

~N&#3193
AU&SIGNATURE
&—

AN

Customizing Authorization Slips

PixelPoint now offers the ability to limit what line are printed on the EMV
Authorization Slip. Using the EMV Printout tab in the EMVUS Client Configuration
GUI, the &EMV_PRINTOUT variable can be made to only print selected lines from the

authorization slip.

To customize EMV Auth slips:

1. In BackOffice, navigate to Payments > Method of Payment and locate the

EMVUS custom payment method.

2. Click the Advanced Tab and select the Setup button under the Custom DLL

field.

Copyright © ParTech, Inc. 2018. All Rights Reserved

07/17/2018



Section 1

3. Select the EMV Printout tab. After an EMV Sale transaction has been

processed, the Sale Printout Sample field will populate to show the user what
information the current EMV Printout contains.

Fa

General Station | EMV Printout

Sale Printout samgbe
MERCHANT 1D *****4003
TERMINAL ID: 001

SALE
DATE: 06/27/2018 TIME: 13:50:49

AUTH CODE: 828284

Chage

VISA  eessssssases 0010
ENTRY METHOD: CHip

INVOICE: 2018

REFERENCE: 1033

Cick on Clear to remove the sample found. To generate o new sampht run o Sake
fransacton

@Bt w1000 | EMVUS v123258 Close

4. To choose what |

ines are included in the EMV printout, highlight the desired

lines in the Sale Printout Sample field and click the Add button. Repeat this
step as many times as necessary until the bottom field is populated only with
the lines which should be included. Lines can be removed from the bottom
field by highlighting them and clicking the Remove button.

Selecting the Clear button will clear both the Sample and Included Lines fields.
A new EMV Sale transaction will need to be run to populate the sample field
before starting again.

5. When all desired

lines from the printout sample have been selected and added

to the bottom field, select the Save button and close the Configuration
window. All future EMV printouts will only include the selected lines.

= Pt Pt Eralator - Prinder Namo - Emulator =

Yeur Beslasrant
20 Your Street

Yeurfiity, YourStete

REF =2 012

Payment Approv -l
vIsn
Table Noamber 20,000
Trans Bate: &/2772118 2:9¢8 Mo

ANOUNT
Gratuity

TOTAL =

MISA

JENTRY HETHDR CRIY
JA0icEr M2
MEFERENCE: 100y

TwHOT FoON NEXSALE =Y
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Manually Printing Authorization Slips

Section 1

If the option ‘Do not print Customer Authorization Slips’ is checked during
the EMVUS payment method setup, a button must be added to the finish
screen in order to manually print authorization slips. To add this button:

AWNR

. From within BackOffice, open the Form Designer.
. Open the Finish Form currently in use.
. Drop a new Pixel function button (TPixelFunctionBtn) onto the form
. Set the FunctionType field to ‘ftOrder’ and the

FunctionName field to ‘Print Authorization Slip’.

FunctionT ype ftOrder

5. Style the button as desired. The text that appears on the button is set in
the Caption field.
6. Save your changes and exit the form.

% PesiPaint BackOihen - | Form Desigres - Fimesh £ orm 1024x)48 © Aqua)|

TR
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b At »q-—..n
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Loy | |7/ 8|9
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30 ) 7D
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Authorization slips can now be printed on demand by selecting the newly
added button on the Finish Form. Note that this button will only print an
auth slip for the most recent authorized transaction. If an older auth slip is
required, it can be printed from within the Authorization Manager.
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Operational Changes and EMV Tip Limitations

Station and Sales Type Settings

The ability to add a tip to an EMV transaction is controlled solely by the
payment method settings. The POS has the ability to set a Pre-Auth both at
the Station and the Sales Type level. With EMV, these settings will be
ignored if set to active. Both boxes highlighted below should NOT be
checked.

Station 1 i N /Catering © e hctie?
Stabon Options | Pontes Ports | Forks  Advanced | Recept Sean |

Stoton 1 Sdes TypeDescrghon [Cateeg
Station Price Level
1 [Use Schedude Prcen - I Play Anenation on Main Scioen Salls Type Price Level (must also configure stationt]  [Uze Schedue Prceg ~
Vot I Disable Floot Zoom IN/DUT Busicns
[WasHous Gensrad =] T Taxinckusive pricing when Feshue codes1 [~ Allow Salet Type on'Web Deivety Mode Sales Type Enenpt?
™ Stt Quack Order Mode in Trantaction View I~ Sale Auth (Mo Prohuth]  Doein
¥ Show Quck Ordes Summary by Defak T Erforce Mead P
I Disable Transachon View n Floot Layout
Quick Order Table Num 0 I Disable Ao Gt ¥ Prrt Member Informaton © PrkUp
[~ Erforce Futen Ordec
Pt Recet Reminder Messo L I Ao Onda %l
e T~ Use Chack. Rlecal 2 -
Kootk Emplopes Save/Get Check Funchon
None Selected > Enabled d
[Wore K3 | [ = Perd Receot Location Locll 2
Orfewsh Check Pugn
Browse

f{c Sales Type Setup
¢ ’

Auto Zero on Cash Out Policy

In a previous version of 12.3 a new policy was introduced to automatically
add a zero tip on cash out to any credit card that didn't already have a tip
assigned. The policy AutoZeroTipOnCashOut must be set to No.

Station 1 h
Policies l
St T8 Showat Y Station | 4 Al Stations | [Pobey Value ’
1 [ AllowVoidPaymentOnlincloseTians Narme AutoZero T ipOnCashOul

(&) AskFoMembeiPin Possble Values YM
[ AskMovaltemBuaninS pltChack | Delault Valus N
lg AskNumCustinG pltCheck Section (AR Stations) [Stationtt)
(3 Austaba c
all POS
[ AwoComboRecognition v Toay 123
[ AutoCustomer oot b
(3] AucEODClockoutE mp Description
AuloE ODForce I pes it wil prompt the \Warmmng meseage will be displayed prominently to the user  «
lﬁ Allr(.DDlnd'n# that ol cradh cards without 4 bip will be sel a5 4 2evo tip
] Ao ot This wil set 8t nonlipped credit cards 1o 2610 tip.
:g ALIiOBPmﬁW'- Thata it v undoing this through the POS. Manusl Cottection will be tequired
AutoE 0D SettleB atch

(3] AutoE DS ettleB atchBetly %
[ Aulok DDSettleB alchBeliyMing (0 AutaZeroTipOrCashOut |
[ AucEDDS ettleB atchT im0

[ AucEDDSIMD 4y CurentVeue ‘t Find ]
[ AutoFSetismentrmount I New Vakie [No—] l grm n._]
Autol. OnTransClose
(%) AuteZeroT pONCashOut = Apples To: [AlStations ]
Pohcy Setup /

---- x ol

The tips for each transaction are stored ONLY in the payment device. If this
policy is left on ALL credit card transactions will be set to a zero tip.
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Adding or Adjusting Tips

This section will explain how to add or adjust tips after a transaction has
been processed.

The Server

Before a server attempts a cash out, tips must be added, reviewed or zeroed
for every credit card transaction they processed. To add, adjust or confirm
zero tips:

1. Select [Your Settings] from the main floor plan screen.

2. Select [Add Tips].

3. Once in the add tips section, each authorized credit card transaction
will be listed on the left.

Name Supervisor
Reference # 2001 —~,
Type PreAuth MercEMVUS

Auth Code 39476A
$5-00
Add Tip?

$0.24

o
No Tip

Total (W/TIP) $5.24 -
-

22 Copyright © ParTech, Inc. 2018. All Rights Reserved 07/17/2018



Section 2

4. Select each transaction and use one of the three available functions:

e Selecting [Add Tip] allows the server to add a tip to the selected
transaction.

oIf a tip value exists already but must be updated, ensure
to enter the correct full amount of the tip. Entries using
the Add Tip function will overwrite the previously entered
tip amount.

e Select [No Tip] to enter a zero value for the tip on the selected
transaction.

e Select [Total w/Tip] to enter the total amount of the transaction,
including the tip. The POS will subtract the amount owed on the
cheque from this value and use the remainder as the tip amount.

5. Select [Close] when you have finished adding tips.

IMPORTANT: Use of these functions will overwrite any values entered on the Pin
Pad. Ensure all entries are accurate as incorrect entries may result in lost tips.

The Manager

Managers can adjust tips on behalf of a server. To add or zero tips as a
manager:

1. Select the [Manager] button from the floorplan screen.

@ o % %

Table Info Your Settings Billboard Manager Quick Order

2. Open the Authorization Manager.
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3. Select [All Charges]. A list of unprocessed checks will be listed.

Select

Settle all Charges/ END

Ligt Fg,:;:;’ (Add | | ist Pre-Authorized Voided | Pending All Charges REPRINT SLIP § Settle History

Forcee 3947SA

Show All

Select Employee
Employees Select Employe

4. Select the desired check followed by the [Add Tips] button found at
the bottom

5. The Add Tips screen seen on the previous page will be displayed. Add
or adjust tips as needed.

Note: Adding or adjusting tips on a transaction where a tip was already
entered on a pin pad will OVERWRITE the originally entered amount.

PixelPoint now supports multiple tip adjustments on a check before it is settled.
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Keep/Apply EMV CC Function

Note: The Keep EMV CC function will only work with Mercury (VANTIV
Integrated Payments).

When starting a tab, POS users can take a customers credit card at the
beginning of the check and store it for later use in case the guest leaves
without settling their tab. When this function is used, a zero-dollar
transaction is authorized on the card to obtain a token. This token is stored
and used if the guest leaves without paying.

If the customer is present when the check is being settled, users should
obtain the credit card and re-authorize the check for the exact total. When
using the ‘Keep EMV CC’ button to settle a check, Mercury will process the
transaction as “Card not present” and higher fees will likely be charged by
the processor.

Configuration

To add the Keep EMV CC button:
1. Open the relevant Order or Finish Form you wish to add the button to
(adding to the Order form is recommended).
Place a new TPixelFunction button on the form.
Name the button ‘Keep EMV CC'.
Set the FunctionType to ‘ftPayment’.
Set the FunctionName to ‘Keep EMV CC'.
. Save and exit the form.
Storing Credit Card Information

QuhwnN

Note: When using this function with an American Express (AMEX) card, users must
first add an item to the check before selecting the Keep CC button.

To store credit card information for later use: Method of Payment
1. Create a new order.

2. Click the button ‘Keep EMV CC'. EMVUS Auth
e If only one custom payment type is in use in the EMVUS PreAuth S
environment, it will be automatically selected. If OK
more than one is in use, the user will be
prompted to select from the available custom ]
payment methods. Select a method to continue. B
3. When prompted by the pin pad, insert the card and

follow the prompts. The token is then stored, and

the ‘Keep EMV CC’ button will change to read ‘Apply EMV CC'. To apply
the saved token for payment, the user must open the check that the
token was saved under.
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Applying Payment From a Stored Credit Card

1. When ready to process the transaction and close the order, go back to
the order form and click the ‘Apply EMV CC’ button.

2. The following dialogue box appears. Choose an option to complete the
transaction.

- Apply Stored CC on this Transaction?
EMVUS Auth

Yes Remove Stored CC

The three given options function as follows:
e Yes - Processes the payment using the stored token. This can
also be used for partial payment.
e Cancel - Cancels the action.
e Remove Stored CC - Removes the stored credit card token
without processing the payment.

Note: Once the token has been deleted, the ‘Keep EMV CC’ function will
no longer apply to this check.
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Pay At Table

The EMVUS integration supports various Pay at Table devices. To make use
of this function, the user must first install a version of dsiEMVUS ActiveX that
supports Pay at Table functionality. Since the TCP communication is handled
by NetEPay, the devices and POS terminals must be connected to the same
wireless network. The IP Port set during the configuration must be open and
noted so it can be entered as the Static IP Address during the setup process.

The following restrictions apply:

e Any Order with a total of zero dollars ($0) will be rejected.

e Tips must be entered on the pin pad. Any order coming from the POS
with a Tip will be rejected.

e For a configuration change to be effective the user must restart the
POS.

e Be careful when overriding a Table Lock. If the Order is queued on the
pin pad and open or modified on the POS, payments collected on the
pin pad may not sync with the POS.

e Orders that are queued on the pin pad when the POS is closed will be
cancelled on the pin pad and will remain locked in the POS. The user
will have to override the lock and finish the order the next time they
log in.

e The keep EMV CC function will not be available when using Pay at
Table.
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Setup and Configuration
To configure Pay at Table functionality for EMVUS:
1. In BackOffice, naviagate to Administrator>Payment Method Setup and
locate the EMV US payment method.
2. Click the Advanced Tab and select the Setup button in the Custom DLL
field. In the General tab, ensure the Support Pay at Table box is
checked. Select the Pay at Table tab.

EMNUS Clet Conligurstion i

General | Station  Pay at Table
Pin Pad Type |Ingenico iIWL258 - TSYS Voltage >

Comm Mode |Static IP Address

Static IP Address 192.168.0.116
Terminal 1D 001
Pin Pad 1P Port 12000
Com Port 1 Add
Working Devices
PixeiPoint v.1.0.0.0 | EMVUSV.12.3.258 Save Close

3. The Pin Pad Type drop down is populated with a list of supported Pay
at Table devices. Select the device in use from the list.
4. Choose one of the two options from the Comm Mode drop down menu:
e Static IP Address - sends pin pad IP Address with requests
e MAC Address - sends the pin pad MAC Address with requests

5. Enter either the Static IP Address or MAC Address in the provided field.
The name of this field will change based on the selected Comm Mode.

6. Enter the Terminal ID.

7. Enter the TCP Port number in the Pin Pad IP Port field.

8. Enter the Com Port number.

9. When all fields have been completed, the Add button will enable. Click

the Add button to add the configuration to the Working Devices list.
Devices can be removed from the list by selecting the device and
clicking the Remove button.
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Once all devices have been entered, click the Save button.

EN/LS Chiamt Corsiguration
General | Station | Pay at Table

Comm Mode Static IP Address
Static IP Address 192.168.0.116
Terminal 1D 001
Pin Pad IP Port 12000
Com Port 1

Working Devicas

PixelPont v.1.0.00 | EMVUS 123258

Pin Pad Type Ingenico iWL258 - TSYS Voltage

-

Save

Remove

Close

=

Section 2

Users can add as many Pay at Table devices as needed. All saved device
information is stored in the Pixel32.ini file, and will be chosen from a list in
the POS by the user when applying payments.

Applying Payments in the POS

To pay for an order using EMV US Pay at Table:
1. Create an order and proceed to the Finish Form.
2. Select the EMVUS Method of Payment.

3. If more than one device is configured (a wired as well as a wireless
Pay at Table device, for example), the user will be presented with a list

of devices to choose from before proceeding. Select the device that
will be used to process the payment and click OK.

Select Pinpad

Ingenico iPP320 - TSYS (Wired)

Ingenico iWL258 - TSYS Voltage (Pay at Table)

Cancel
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4. The order will be sent to the selected device. The following message
will appear on the POS. Follow the remaining steps on the pin pad to
complete the payment.

© order inqueue with PAT Device Ingenico iWL258 - TSYS Voltage

When an order is sent to a Pay at Table device, the POS will lock the table
and display it in green. The lock will be released once the payment has been
completed or is cancelled. Payments that are declined or cancelled will need
to be re-sent to the device from the POS again.

Once a payment is approved on the device, it will be applied in the POS. If a
partial payment was received, the order will be unlocked and remain open
until the remainder of the check is settled.

Users can send multiple bills to the Pay at Table device. Orders will be

queued in the device in the order they were sent, with all tables waiting for
payment locked in the POS.
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Store and Forward

Store and forward functionality allows users to process transactions locally
when the store is offline, storing them to be forwarded and settled later
when connectivity is restored.

Configuration
To configure the Store and Forward feature:
1. Ensure the the Store and Forward box is checked in the EMVUS Client
Configuration window by navigating in BackOffice to
Administrator>Payment Method Setup>EMVUS Profile.
[ Elr oo =

General
Merchant ID |000091090013

Operator 1D v‘VIIVIVL;Z
¥ Support Tokenization

¥ Terminal Based Settle Batch

I~ Decline on Non Sufficient Funds
Support Pay at Table
® Support Store and Forward
Network Settings

IP/Host Name [testhost2 dsipscs.com

1P Port |9000

PixelPoint v.17.9.25.141 | EMV US v12.3.25.8 Close

2. Select the Store and Forward tab.

‘I\vl\-'.t\’.vv;(mm

b 3
¥

General! Station  Store and Forward

Parameters

¥ Force Offiine
Maximum Number of Transactions (200
Maximesn Transaction Amount [100
I ether the Maxinwm Number of Transactions of Marimum Transaction

Amount are 504 10 2ero, the integrabon will use parameters established during
the PSCS configur athon progess

PlasiPoint w 179,25 141 |EMVUS 12,3250 Close

3. Check Force Offline to have transactions staged locally (even if there is
an active network connection), rather than sent out for processing on
a per-transaction basis.
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4. Set the Maximum Number of Transactions. The integration will count
every offline transaction from the beginning of the day and will stop
processing new transactions once the count has reached the
maximum. The user will have to send a settlement request before
being able to continue staging new transactions.

5. Set the Maximum Transaction Amount. This will cause the integration
to decline any offline transactions that exceed the set maximum
amount.

Note: The Maximum Number of Transactions and Maxium Transaction
Amount parameters will only apply to transactions if the option to Support
Store and Forward is enabled.

Settlements

When a settlement request is sent with the Support Store and Forward
option enabled, the integration will send a Store and Forward All request first
before sending the Batch request. The POS will show the result for each
request once completed. This applies regardless of Force Offline being
enabled or not.

® Batch sent: SUCCESS
Store and Forward All sent: SUCCESS

OK
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Suggested Gratuity

PixelPoint now offers the option for the iISC250 device to suggest tip
amounts to the customer based on a percentage of the check total during
the payment process. To configure Suggested Gratuity:

1. In BackOffice, navigate to Administrator>Payment Method Setup and
locate the EMVUS payment method.

2. Click the Advanced tab.

3. Click the Setup button in the Custom DLL field (the MercuryEMVUS.dII
should already be loaded in this field).

4. In the EMVUS Client Configuration S
window, ensure the option Capture e S sl
Signature from Device is checked
under the Station tab. This will cause
the Suggested Gratuity tab to
appear.

5. In the Gratuity Calculation section,
select whether you would like
gratuity to be calculated based off of
the Net Sale Amount (before taxes) Suggested Gratuity 84 25
or the Gross Sale Amount (after Assign percentoges woles between 0 ond 100
taxes).

6. In the Suggested Gratuity section,
four pre-set gratuity amounts are
available. Set each value to a
number between 0 and 100. Each

Gratuity Calculation

* Use Net Sales Amount [Does not include taxes)
Use Gross Sates Amount {includes all taxes)

Available Suggested Gratuities (on the Pin Pad)

Sugpested Gratusty i 1 (10 %
Suggested Gratuty 12 (15

Sugpested Gratusty 8 3 %)n,_u %

&

value will be displayed to the
customer as a suggested tip amount based on the total of the bill.
When finished, save all changes and exit.

The next time a transaction is sent to the payment device, the Suggested
Gratuity option will display 4 pre-set tip amounts to choose from, based off
of the total of the bill and the percentages entered in the Suggested Gratuity
configuration.

Note
If all four boxes are set to 0, the Suggested Gratuity option will be skipped
during the payment process.
If the option Prompt for TIP on Sale is checked while at least one Suggested
Gratuity box is set to a value greater than 0, the first tip entered will be
overwritten by the second option entered.
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