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Overview

WiFi Networks can pose a serious security risk even when correctly configured. Because of
wireless devices offering simplified setup methods for easy use and wizard setup programs,
WiFi networks can become a target for intrusion.

This quick guide is intended to minimize intrusion risk through common wireless security
configuration best practices.

This document refers to configuration setting within a D-Link wireless router as an example
only. Configuration interfaces may vary by wireless networking device.

WiFi Networking Best Practices

Use WPA2 Personal Wireless passwords
Hide the SSID name
o Avoid Obvious SSID names such as "D-Link" or "Cisco"
Disable Guest Mode
Use MAC Filtering
Enable Access Point firewall
Update firmware
Change the default WAN IP address
o Avoid the standard. For example: 192.168.0.1
Change the Access Point admin password to a complex password
Avoid standard ports
o RDP uses port 3389
o Sybase uses port 2638

Mobile Device (Handheld or Tablet)

In power settings, disable sleep mode

Disable Bluetooth

Modify low battery settings to not disable wireless below a usable threshold
NIC Adaptor Settings

Disable "Look for other networks while connected"
Activate "Connect even if SSID not broadcasting name"
Disable "Minimum Power Consumption"

Disable "Afterburner"

Reduce "Fragmentation Threshold"

Set Roam Tendencies to Conservative

Set Roam Decision to Optimum Distance

Set Power Output to 100
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Secure Setup

Wifi networks can be setup with three common security protocols: WEP, WPA, and WPA2.

WEP is now a deprecated protocol as the systems using this network type are easily
compromised. WEP Networks are no longer to be considered secure.

As such, all networks should be setup with a WPA2 security protocol, using WPA2-Personal

Wireless passwords.

Additionally, if the router
Hide the SSID Name

For additional security, disable to visibility of your Wifi network, by hiding the SSID. Do this
by entering the router menu in a browser window. Enter the Router's IP address in the
address bar (Router IPs are displayed on the side or bottom of the router unit.) In the menu,
under "Setup", "WirelessSetup" or "Settings" should be a check box option for "Hide Wireless

Network name: Cip Home

Securty type: | emmo{iChoose ancpiionl ™

No authentication (Open)

Encryption type: WEP
WPA2-Personal
Security Key: WPA-Persenal

WPA2-Enterprise
- WPA-Enterprise
[ Start this connection at802.1x

or access point has a built-in firewall, enable it.

Network." Check the box and click [Save], or [Apply], and restart the router.

e //

SETUP ] ADYANCED MAINTENANCE STATUS

Al
Wireless Setup
LAN Setup

Time and Date

Parental Control

Internet
Online

Use this section to configure the wireless settings for your D-Link router, Please note that changes made on
this section will also need to be duplicated to your wireless dients and PC.

WIRELESS SECURITY WIZARD

If you are setting up your wireless network for the First time, D-Link recommends that you click the Secure my
Wireless Network button and follow the step by step instructions,

[ Secure My Wireless Network ]

WIRELESS NETWORK SETTINGS

Enable Wireless :
Wireless Network Name {SSID) :  dink
Enable Auto Channel Scan: []
Wireless Channel: | 2,437 GHz-CH6  |»
802.11 Mode :  Mixed 802.11n, 802.11g and 802.11b |
Channel Width : | Auto 20/40 MHz |+
Transmission Rate :  Best (automatic) [ (Mbitfs)

Hide Wireless Network : [:D

Note: The examples pictured show settings for a D-Link wireless router.
Configuration interfaces may vary by wireless networking device.
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Wireless networks will typically be assigned a default name by the router. Names like "D-link’,
"Cisco", or "Linksys" are very common and should be changed to avoid being guessed. Any
access to a router, even limited access, can present a potential security threat.

Disable Guest Mode

Some routers may be configured with a Guest Mode, a separated WiFi network with limited
access. This mode should be disabled for greater security. In most cases, the option is located
in the router menu under "Advanced", or "Admin Settings."

ADVANCED

Use this section to configure the guest zone settings of your router. The guest zone provide a
separate network zone for guest to access Internet.

[Save Settings ] [Don't Save Settings ]

GUEST ZONE SELECTION I
Enable Guest Zone : Always [=]

Wireless Band : 2.4GHz Band

Wireless Network Name : Fllink _guest [2] (Ao called the SSID)
Enable Routing Between Zones: [|

Security Mode : | WPAPersonal [+|

Use MAC Filtering

MAC Filtering allows a network to allow only computers, which are specifically authorized to
access the network. Alternatively, MAC Filtering may deny a specific MAC Address from
accessing the network.

Hage: WER-2310

The MAC (Media Access Controller) Address filter option is used to control network access

VIRTUAL SERVER

PORT FORWARDING

APPLICATION RULES based on the MAC Address of the network adapter. A MAC address is a unigue ID assigned by
the manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
NETWORK FILTER network/Internet access.

WEBSITE FILTER

| Save Settings | | Don't Save Settings |

20 - MAC FILTERING RULES

Configure MAC Filtering below:

FIREWALL SETTING!

ADVANCED WIRELE:

ADVANCED NETWORK

'_ Turn MAC Filtering ON and ALLOW computers listed to access the network ¥ |

MAC Address DHCP Client List

D0-0a-95-6d-68-16 |end_user v
00-14-22-5b-26-13 | Computer Name ¥ |
00-04-DC-16-0t-30 | Computer Mame ¥ |
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Router Settings

Update Firmware

Once the network is setup, update the router's firmware. Most makes and models should
have a simple wizard to check the current version and download updates, if necessary.

Product Page: wer-2310

ADMIN

TIME
SYSTEM

FIRMWARE

CURRENT FIRMWARE INFO :

Hardware Version: Al

Firmware Version: 1.04

There may be new firmware for your WBR-2310 to improve functionality and performance.
Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Save Settings button below to start
the firmware upgrade.

| Save Settings | | Don't Save Settings |

Current Firmware
Version

Firmware Date May 22, 2007

I Browse...

1.04

Change the Default WAN IP Address

Avoiding the standard IP address on routers (for example 192.168.0.1) can help prevent
unwanted intrusion into your router, even if your network is otherwise protected. Altering
your router's IP address will likely require you to alter the IP address of the computers

connecting to it. IP address must be set with a certain parameters:

Four sets of three numbers

Number sets are separated by a period

The highest possible value for one number set is 255
Zeroes before a number can be excluded (eg. 001=1)
Computers on the network use the same first three sets of numbers and a fourth set
between 0 and 255

Helpful Hints..

Firmware Updates:
Firmware updates are
released periodically to
improve the functionality of
your router and also to add
features. If you runinto a
problem with a spedfic
feature of the router,
chedk our support site by
dicking on the Click here
to check for an
upgrade on our support
site link and see if an
updated firmware is
available for your router.

Valid Not Valid

138.5.22.746 199.182.876.1

Co
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Change the Access Point Admin Password

Routers have standard login information for altering settings. This login info is usually a login
name of "Admin" and often a blank password or a password that is easily guessed, such as
"Admin" or "Dlink".

Product Page: WER-2310 Hardware Version: A1l Frmware Version: 1.

CAommSTRATORSETTHGS: e

. . Passwords:
There are two accounts that can access the router's management interface. These accounts For security reasons, it is

are’s management interface. These accounts are admin and user. recommended that you
change the Login Name and
Admin has read/write access while user has read-only access. Password for the
User can only view the settings but cannot make any changes. Administrator and User
Only the admin account has the ability to change both admin and user account passwords. accounts. Be sure to write
down the new Login Names
and Passw avoid
having to reset the router
in the event that they are

forgotten,
ADMINISTRATOR (THE DEFAULT NAME IS "ADMIN") : e

Remote Management:

Login name : When enabling Remote

Management, you can

Mew Password : spedfy the IP address of

the computer on the

Confirm Password : Internet that you want to
have access to your

Of you can enter an

USER (THE DEFAULT LOGIN NAME IS "USER") : ;5 k (%) totallow tai:cem
0 any computer on the

Internet.

| Save Settings | | Don't Save Settings |

Login name :
New Password :

Confirm Password :

REMOTE MANAGEMENT :

Enable Remote Managment : [

IP Address: |=

Paort: | 8080 ¥ | |Always T

Avoid standard ports

Some regularly used programs are configured to use the same port; for example: Remote
Desktop uses port 3389, and Sybase uses port 2368. By reconfiguring these programs to use
a different port a network can be made more secure. This dissuades outside devices from
scanning for openings in these common ports. The installation wizards of these programs will
likely allow for customization of the ports the program uses. If the wizard does not allow to
change ports or if the program is already installed, ports should be changed in the settings or
properties menu of those programs.
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Mobile Device Settings

Mobile devices such as tablets and wireless handhelds should be configured with specific
settings to help avoid unwanted intrusion to a network through the mobile device if an
authorized user. Different devices may have different methods for changing these settings,
but most should be close to the processes below.

Power Settings

Access the power settings on notebook computers through the battery icon in the start menu
and select More Power Options.
@ Fully charged (100%)

Select a power plan:

¥ Power Source Optimized

" Power saver

Adjust screen brightness
| More power options |

” - 12:16PM
€ B OEPE o ®

Look through the power settings and change the options to avoid sleep while the unit is in
use, even if the lid is closed.

% Power Options I i2 &S |
Advanced settings

\ 3 Oelectthe power plan that you want to customize, and
i’ then choose settings that reflect how you want your
computer to manage power.

B Change settings that are currently unavailable

|Ba|anced [Active] -

+ Wireless Adapter Settings -
- Sleep
1 Sleep after
= Allow hybrid sleep
Plugged in: Off
= Hibernate after
On battery: Mever
Plugged in: Mever

o Allow wake timers

m

| Restore plan defaults |

[ ok || cancel |[ oy |

For a mobile phone or tablet, modify battery settings, so the phone does not disable wireless.
This is usually accomplished in the Advanced section of the WiFi Settings of the mobile device.
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Disable Bluetooth
Phones and mobile devices with Bluetooth enabled provide a means of intrusion by other

Bluetooth enabled devices. Disable Bluetooth by going into the Wireless & Network Settings
menu and ensuring the Bluetooth setting is unchecked. Different phones and devices may
have slightly different names for the menu and the display may vary slightly. Alternatively,
some devices will have an icon setting in the main screen for enabling or disabling device
settings. Ensure this setting is disabled.

a0 wfleq s

Vireless & network settings

Airplane mode

Disable all wireless connections

Wi-Fi

Wi-F

Wi-Fi settings

Bluetooth

rr

Bluetooth settings

Note: The above example shows settings within an Android-based device. Settings menus
may vary by wireless device.

NIC Adapter Settings
1. In the Network and Sharing Center, click Change adapter settings.

T &% <« All Control Panel ltems » Metwork and Sharing Center

File Edit View Tools Help

View your basic network information and se
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing
settings

Unidentified network
Public network
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2. Select your WiFi Adapter.

1 &+ Control Panel

¢ Metwork and Internet » Metwork Connections

File Edit View Tools Advanced Help

Organize «

Marne B Status Device Mame

|_B Bluetooth Network Connecti... Mot connected Bluetooth Device (Personal Area Metwork)
,m] Ethernet Metwork cable un...  Cualcornm Atheros ARB162/8166/8168 PCI

[H] VMware Network Adapter V...  Unidentified netw...  VMware Virtual Ethernet Adapter for VMne
[H] VMware Network Adapter V...  Unidentified netw...  VMware Virtual Ethernet Adapter for VMne

[ ll Wi-Fi

Cualcomm Atheros ARG4B5WE-EG Wireles

3. Click [Properties].

General

Connection

Media State:
55I0:
Duration:
Speed:

Signal Quality:

IPw4 Connectivity: Internet
IPwE Connectivity: Mo network access

Enabled

4days 14:59:33
72.2 Mbps

]

Details...

|| Wireless Properties |

Activity

1,210,553 10,373,986

|
Sent — %’ ——  Received
I

| I@lDisaL'-le || Diagnose |

Copyright © ParTech, Inc. 2017. All Rights Reserved
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4. Click Configure.

Networking | Sharing

Connect using:
I? Qualcomm Atheros ARS485WE-EG Wireless Network Adz

This connection uses the following items:

a Client for Microsoft Networks

JB1\/Mware Bridge Protocol

Q File and Printer Sharing for Microsoft Networks

=1 )05 Packet Scheduler

[ - Microsoft Network Adapter Multiplexor Protocol

[ - Microscft LLDP Protocol Driver

i Link-Layer Topology Discovery Mapper 170 Driver W
< >

| Install... | | Uninstall Properties

Dlescription

Allows your computer to access resources on a Microsoft
network.

OK || Cancel

5. Click the Advanced tab.

Genaal: Advanced | Driver I Details | Events | Power Management

The following properties are available for this netwaork adapter. Click
the property you want to change on the left, and then select its value
on the right.

While in the advanced tab look for the following settings and modify them as indicated:

Disable "Look for other networks while connected"
Activate "Connect even if SSID not broadcasting name"
Disable "Minimum Power Consumption"

Disable "Afterburner"

Reduce "Fragmentation Threshold"

Set Roam Tendencies to Conservative

Set Roam Decision to Optimum Distance

Set Power Output to 100
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